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Introduction

Information and communications technology (ICT) is revolutionising shipping, bringing with it a new 
era – the ‘cyber-enabled’ ship. Today’s leading manufacturers and ship operators want to innovate using 
the latest ICT systems, going beyond traditional engineering to create ships with enhanced monitoring, 
communication and connection capabilities – ships that can be accessed by remote onshore services, 
anytime and anywhere.

ICT systems have the potential to enhance safety, reliability and business performance, but there are 
numerous risks that need to be identified, understood and mitigated to make sure that technologies 
are safely integrated into ship design and operations. The marine industry faces complex and serious 
challenges in order to achieve the full benefits of using ICT.

Because a cyber-enabled ship consists of multiple, interconnected systems, and because of the rapid pace 
of technology development, assuring that a cyber-enabled ship will be safe cannot be prescriptive, and 
cannot rely on knowledge gained from previous systems. Instead, it requires a ‘total systems’ approach 
– one that takes account of all the different systems on board and on shore, how they are designed and 
installed, how they connect and how they will be managed. 

This is the approach that Lloyd’s Register (LR) takes, applying a non-prescriptive, risk-based process from 
the earliest concept stage, through on board integration, to operation – one that is based on our extensive 
experience of system design and installation on board ships and other marine platforms. 

As a trusted provider of safety assurance to the marine industry, LR is ready to help all stakeholders in the 
cyber-enabled ship market ensure that ICT is deployed safely. 

About this guidance
This is the first edition of our guidance to clients on cyber-enabled ships. 

Section 1 describes what we mean by cyber systems and looks at their impact on shipping, while Section 
2 details the six key areas of risk that need to be considered and addressed in order to assure their safety 
and dependability:
– system
– human-system 
–  software
–  network and communications
–  data assurance, and
–  cyber security.

Section 3 illustrates our risk-based assurance process, which culminates in system appraisal and, 
ultimately, issue of approval in principle. 

Throughout each section, we reference the ISO and IEC standards, and LR Rules, that govern and guide 
the requirements for ICT systems. 

We will follow this guidance with full ShipRight Procedures for cyber-enabled ships. These will provide a 
set of goal-based requirements addressing all the requirements for detailed system design.

Cyber-enabled ships – a Lloyd’s Register Guidance Note
First edition, February 2016
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1. Cyber systems in shipping

1.1 What do we mean by cyber systems? 
ICT  or cyber systems are used on advanced vessels operating across diverse sectors, from offshore, survey and 
research vessels to cruise ships and custom yachts. 

Ship-based cyber systems include:
 –  navigation systems, including electronic charts, global positioning systems (GPS), and dynamic positioning 

systems (DPS)

 –  radar and automatic identification systems (AIS)

 –  communications systems, including radio communications (terrestrial and satellite) and data communications 
(broadband, Voice over IP (VOIP),  internet access and e-mail)

 – integrated bridge systems

 –  control systems for the wide range of electro-mechanical systems on board ships, such as main engine, 
generators, ballast tanks, life support, fuel and oil pumps, water tight doors, fire alarms and controls, cargo hold 
fans and environmental controls

 –  equipment used by charterers, such as survey equipment (sonar and seismic survey systems, for example), 
wireless access points, IP ports and wireless phones. 

1.2 The impact of cyber systems on ships 
Cyber systems transform a ship into a total system of interlinked systems (‘a system of systems’). While cyber 
systems are not exact substitutes for traditional electro-mechanical systems on board ships and their operators, 
they provide opportunities to combine these traditional components with more complex behaviour. When designed 
properly, the use of ICT can increase efficiency and safety through improved monitoring and communication, and 
greater situational awareness on the bridge, in the engine room and in other operational areas.

Some ships have become complex computer-controlled platforms, where the operators have limited physical control 
over critical systems. The use of digital communications to link seaborne systems to shore-based applications 
means that vessels are also part of the wider connected world. 

Specifically, cyber systems impact ships by: 
 – interconnecting system through computer networks 

 – integrating systems 

 – creating layers of embedded and/or application software that separate the operator and the ship

 – changing the role of the operator to a manager of many linked, complex systems

 –  shifting the operator’s perception of the ship and its environment, to one defined by human-machine interfaces 

 –  enhancing the ability and efficiency of the crew, or changing the organisation of work, through automation

 – creating the potential to remotely monitor and change the operation of the ship using a wide range of data, from 
anywhere in the world.

Failure of cyber systems may not only affect safety and security but also impact the business performance of the 
owner or operator. 
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1.3 Reasons for increased interest in cyber
There are many reasons for increased interest in cyber, including: 
 – the potential for better business performance (for example, better fuel economy)
 – the need to comply with environmental and safety legislation 
 –  the increased bandwidth provided by modern satellite communications
 – a shortfall in crew competence (particularly for engineering roles, as complexity and demand for performance 

increase)
 –  the ability to capture and analyse a wide range of data, including operational, service, monitoring, regulation 

and off-ship storage data
 –  the provision of operational support and guidance
 – the ability to conduct periodic inspection to enable preventative maintenance
 –  the ability to easily update products based on software (these and other modern ‘cyber’ implementation 

techniques provide an easy path to product evolution) 
 – the fact that a single technology can present multiple design choices, including target, language, development 

tools, application programme interfaces (APls) and protocols
 – the ability to future proof ships (by having system components designed to be adapted and extended in 

function, for example, through software changes)
 – the ability to integrate, flexibility control and optimise systems 
 –  the potential for better communication both on and off ship (for example, for data sharing and performing 

updates and maintenance)
 –  the desire for a similar level of robustness as exists in systems based on shore.
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2. Assuring a cyber-enabled ship –  
 the six risk areas to consider

Assuring a cyber-enabled ship means identifying all the risks from and to the ship, its systems, its people (both those 
on board and working remotely), and its operating philosophy. These then need to be mitigated so that the level of risk 
is acceptable when compared to the risks presented by a conventional ship.

Here we look at the six key areas of risk that need to be considered for cyber-enabled ships: first, general system 
considerations, and then five considerations that cross system boundaries:  
 – human-system
 – software
 – network and communications
 – data assurance
 – cyber security. 

2.1 System considerations 
The cyber-enabled ship is a ‘system of systems’. Two industry standards exist to help organisations implement and 
manage systems: ISO/IEC/IEEE 15288[1], Systems and Software Engineering – System Lifecycle Processes (which 
contains the framework for describing system lifecycles and lifecycle processes); and ISO/IEC/IEEE 12207[2], Systems 
and Software Engineering – Software Life Cycle Processes, which can be used to implement software systems. 

When assuring cyber-enabled ships, it is essential to identify the systems that are critical to safe operations, and to make 
sure that they will be sufficiently resilient and degrade gracefully (i.e., maintain functionality) when a failure occurs.  

To do this, the fault tolerance and defence control and monitoring functions needed for the services and systems 
critical to safety or the business need to be identified. These can be identified using a risk-based approach, such as LR’s 
Assessment of Risk Based Design (ARBD) process[3], or using standards such as, or equivalent to, the National Institute of 
Standards and Technology (NIST) standard, SP 800-64 Security Considerations in the System Development Life Cycle[4]. 
To identify the framework and techniques for the risk-based approach, the standards, IEC/ISO 31000[5] Risk Management 
Principles and Guidelines and ISO/IEC 31010[6], Risk management — Risk Assessment Techniques, can be used.
 
The boundaries of the system may have changed and this needs to be considered when identifying the criticalities 
– for instance, the communications networks on board a ship may have been linked to an original equipment 
manufacturer (OEM) via a cloud-based application. Additionally, if commercial off-the-shelf products, out-of-context 
sub-systems and programs are being used, it must be ensured that they meet the full requirements for the system. 

Whatever risk-based approach is used, it must demonstrate that all the risks have been treated through mitigation, avoidance, 
transferral or acceptance and that this has been achieved for all normal and reasonably foreseeable abnormal conditions. It is 
likely that it will be organised in terms of systems and function. The effects of system failures or damage at all levels need to 
be analysed, in order to understand the effects on the system as a whole and to determine the necessary mitigation. 

A typical risk-based approach might look like this:
1.  Identify the system or sub-system and its operating mode, including when electrical/electronic/programmable 

electronic systems are used to carry out safety functions in accordance with BS EN 61508[7] series, Functional Safety 
of Electrical/Electronic/Programmable Electronic Safety-Related Systems. 

2.  Identify potential failure modes and damage situations and their causes.

3. Evaluate the effects on the system of each failure mode and damage situation.

4.  Identify measures for reducing the risks associated with each failure mode.

5.  Identify measures for failure mitigation.

6.  Identify trials and testing necessary to prove conclusions. 
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2.1.1 Remote connection to systems on shore
Many ship-based ICT systems connect to remote services and systems on shore, creating an extra level of complexity 
and risk. This means that the following additional questions must be addressed.

Are the onshore systems maintained, patched and protected to an acceptable standard?

Is sufficient communications bearer bandwidth available to support the intended data exchange?

Are suitable controls in place to manage the configuration and update of shipborne equipment, and have any changes 
been tested on shore before deployment?

How do information interfaces (portable media, network connections) affect the ship’s vulnerability to malicious attacks?

Are auditable logs maintained?

Are logs reviewed appropriately to identify changes and anomalies before an incident manifests?

What happens if the service provider suffers an outage?

2.2 Human-system considerations
On a cyber-enabled ship, ICT informs, assists or even replaces the traditional seafarer and the shore-based tasks that 
keep the ship operational and safe and carry out the business of the owner. This has potentially great benefits, but 
these can only be realised if the ship’s design addresses the human-system issues that emerge from using ICT. It is not 
enough to consider the user interface of each piece of technology in isolation. 

For dependability and reliability, the design, construction and management of ICT has to enable both onboard and 
remote operators to work safely, securely and effectively. 

Specifically: 
 – Design of equipment and systems needs to take into account the changed expectations placed on the users to 

operate them and diagnose failures and other problems.

 – The jobs of seafarers and shore staff need to be re-designed to take account of new or changed responsibilities, 
including support and maintenance of software-intensive systems.

 – The cumulative effect of all changes on the safe and effective performance of seafarers and shore staff needs to be 
considered, in terms of situational awareness and training. 

 – Ship operations need to be monitored to ensure that the human component of the systems is performing safely and 
effectively and that adequate maintenance is being carried out.  

Addressing these challenges requires a structured, human-centred approach to system development and operation 
– defined in ISO 9241-210[8] Human-Centred Design (HCD) for interactive systems. A ship designed using HCD 
is almost certainly a safer and more productive place to work and live, and this encourages crew retention – an 
important factor on cyber-enabled ships because the crew is likely to have had special training to operate the ship.

HCD for cyber-enabled ships follows these principles:
 – Operational concepts are described to match the actual context of use. 
 – Input from the crew is early, continuing and effective. 
 – Improvement is continuous, and captures lessons learned from experience, trials or prototypes. 
 – Systems are matched to people and tasks, not vice versa. 
 – Multi-disciplinary teamwork is used to design the ‘user experience’ of new technology and systems.

Implementing HCD is covered in our Human Element guidance publications, listed in Appendix 3 on page 17. 
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2.3 Network and communications considerations
Suppliers would be expected to provide safe and secure systems as part of their contract with the owner or operator, but 
systems are unlikely to have been considered or tested as part of a suite of systems in a bespoke platform environment. 
When suppliers provide systems, the following factors should be considered and addressed:

 – Network components need to be the right standard for the maritime environment, and an appropriate level of 
spares for critical infrastructure should be kept on board (for example, cables, switches, hubs and routers).

 – The communications bearer is critical, particularly for systems that are primarily supported from on shore, and 
suitable maintenance and support should be in place, along with documented workarounds.

 – Internal networks need to have sufficient capacity for the collective data they are intended to transport.

 – It is essential that the ship’s staff has the access and facilities to prioritise the available communications 
bandwidth, to ensure that safety or business critical systems take priority when needed.

 – Data transfer must be able to be carried out fast enough to keep the ship safe and secure, without compromising 
data integrity.

2.4 Software considerations
Software production and maintenance must meet the requirements of properly applied engineering processes and 
a recognised national or international standard such as IEC 61508[7]. 

This is increasingly important when there is a high level of software integration, as is the case with cyber-enabled 
ships, and when there is a significant reliance on the software operating correctly, as is the case when software is 
part of the implementation technology for safety-critical systems or essential services.

Good engineering processes and techniques also take into account the extreme complexity of software, its failure 
mechanisms*, and the fact that general-purpose software components may be provided by different parts of a 
development organisation or third parties (for example, operating systems, communications drivers, graphics 
routines, databases, report generators and data loggers). 

Software is an intellectual creation that represents the real world as data and uses logic, which, when translated 
into electronically readable code and run on a computer, processes the data, allowing the requirements placed 
on the software to be realised in the real world. The visualisation of this intellectual creation is achieved through 
documentation, be it natural language or diagrammatic, printed matter or based in computerised tools. Good 
engineering processes define the documentation that is required to produce software and communicate the 
requirements, design, operation, constraints, limitations and maintenance to the software product’s stakeholders.

* Software fails because of residual post-production systematic errors that cause undesired behaviour. These errors can be 
introduced at any stage of the software production process, including from the earliest stage of requirements specification.  

LR’s approach to assuring software
From the assurance perspective, we classify software on its development status, as either:
a. new – software that is totally or significantly a new development
b.  existing – software that is to be used without modification, or
c. modified – software based on an existing software product but changed for the system being assessed. 

This classification comes from our Provisional Rules and Regulations for Software to be Used in Naval Ships, 
January 2016[10] (the provisional software Rules). 
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We take a risk-based approach to software assurance. This defines the requirements for the software within an 
engineering systems context, and ensures that suitable processes, methods, techniques and tools are used to 
manage the general risk posed by the characteristics of software; and the specific risks associated with a particular 
software application, including the risk of using the software as an implementation technology for related 
engineering systems. 

The functional objective of the provisional software Rules is to manage the realisation of the software requirements, 
including the reliance being placed on the software to deliver its function, making sure that requirements are 
relevant to the scope of class for the ship. 

We also place a responsibility on the producer of the software to demonstrate that the practices it uses are suitable 
and adequate. They must produce an ‘argument’, supported by a body of evidence that provides a compelling, 
comprehensible and valid demonstration that the functional objective of the software Rules has been met. 

The degree of oversight we have of the production of a particular piece of software is based on a number of criteria, 
including the maturity of the software production organisation, the risk mitigation delivered by the software and 
the novelty of the solution (s). It can include document review, process audit, technical audit or investigation, test 
witnessing, and other independent analysis or testing activities. 

We require that producers of software identify and justify suitable national or international engineering standards 
to apply to the production of software, and agree the standards with us. The production of software must be 
planned and delivered in accordance with the agreed engineering standard at the level of reliance specified, and in 
accordance with the requirements of ISO 9001[9]. It is recommended that software producers familiarise themselves 
with the principles embedded in international standards such as IEC 61508[7] and IEC 12207[2].

Documentation must be provided that records the processes used, and the features incorporated into the software 
product, to meet the requirements of the selected international standards.

A key requirement of the provisional software Rules is to determine whether and how the failure or unspecified 
behaviour of the software could credibly affect the hazards that have been mitigated. Implicit in this requirement is 
communication with the engineering system and system-level stakeholders to ensure that analysis takes account of 
the relevant context of the software, and that the results of the analysis are communicated up the supply chain.  

Software maintenance
Proper software configuration management is essential for an integrated cyber system because the interaction 
and interdependence between different software systems introduces the risk of failure of the whole cyber system 
when changes are made to individual systems, but the maturity and implementation of software configuration 
management on ships is low.

It is expected that, through compliance with the requirements of ISO 9001[9], producers of software will have 
software configuration management processes suitable for the maintenance of their individual products and 
systems. ISO 10007[11] provides requirements for configuration management, the principles of which should be 
suitably interpreted by owners managing cyber-enabled ships. 

Aspects of configuration management that are critical to successfully managing software changes on cyber-enabled 
ships include the following:
 – The responsibility for a software change must be with a suitability qualified and authorised member of the 

ship’s staff, such as the chief engineer (situations exist where this might not be the case but the exceptions must 
be rigorously controlled and agreed in advanced with the ship’s staff).
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 – Proper consideration must be given to the impact of making the change on the immediate system being 
changed; the systems it is integrated and communicating with; and operational and maintenance processes.

 – Where and when the changes will be made must be agreed with ship’s crew and be under the ship’s control. 

 – There must be a plan in place to manage a failed change if the new software looks or behaves differently, and 
suitable briefing or re-training should be given to the crew.

 – Care should be taken to preserve set-up and parameterisation data and ensure compatibility between the 
software release and the parameter format. 

 – The correct operation of the new version of software should be demonstrated.

2.5 Data assurance considerations

 
Data is the lifeblood of any organisation. The shipping industry would not be able to function if data was removed 
from its applications. However, many companies and large organisations are struggling to properly manage their 
data, and do not know what data they hold, whether they actually need it, or its level of quality. They need to establish 
accountability for the data they hold or receive, as it may form the basis of significant business or operational decisions.  

To assure data, the following criteria must be addressed at the system design stage:
 –  integrity
 –  availability
 –  authentication
 –  confidentiality
 –  authorisation
 –  non-repudiation
 –  data properties that preserve safety. 

2.6 Cyber security considerations
The increased dependency of the global economy on maritime trade, coupled with a steady increase in the cyber-
threat level, emphasises that action is required to secure critical maritime systems against disruptions and service 
denial, and to plan the response to future security incidents. 

In today’s world of cloud computing and the emerging ‘internet of things’, it is easy to forget that cyber technologies 
introduce new risks and opportunities for malicious exploitation, and that the marine industry, and in particular 
ships at sea, is not immune to this issue.

Cyber security is a through-life issue (ISO/IEC 27001[15], ISO/IEC 15408[16]) that requires consideration from project 
inception to asset disposal. In addition to its impact on system development, special consideration must be given to the 
education and associated organisational culture of all related staff. Incident response planning and the maintenance of an 
asset’s security status through timely, carefully-tested patching also need to be considered throughout an asset’s lifecycle.
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The maritime industry is increasingly dependent on technology to communicate, organise, streamline and digest 
information; a situation exacerbated by the proliferation of autonomous shipboard systems and increased remote 
monitoring. The element that makes the marine environment unique when facing cyber threats is connectivity.  

Ships do not usually have the luxury of 50+Mb broadband: many share a single 64Kb Inmarsat connection between 
a number of onboard systems. This means that in the event of attack or infection, any files required to rebuild or 
repair an onboard PC-based system must be on the ship already, rather than having to be downloaded (something 
that could take a day using Inmarsat). Most vessels currently do not have operating system disks on board, let alone 
proprietary software, drivers or patches. This connectivity constraint also provides a single point of failure and 
vulnerability.  These significant issues have to be addressed during the system’s design.
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With the extensive range of systems and their complex interactions, it is not appropriate to use prescriptive rules. 
Instead, to allow manufacturers to rapidly adopt new technology as it evolves, LR takes an integrated, risk-based 
approach to appraising specific cyber-enabled systems, following the ‘Phase 1’ process map, shown right.  

This process culminates in Approval in Principle for the proposed cyber-enabled system. We apply relevant 
existing LR Rules to demonstrate compliance for equipment, such as sensors.  

LR’s involvement begins at the system concept phase. This identifies potential performance and safety issues from 
the outset, preventing the need for changes to be made further along the system’s lifecycle when they can become 
disproportionately expensive. The requirements for LR’s risk-based appraisal process can be found in the LR Rules, 
Part 7, Chapter 14, and further guidance can be found in the ShipRight Procedure – Assessment of Risk Based 
Designs (ARBD)[3]. 

A technical, confident and compliant argument is to be demonstrated. This can be conducted using an approach 
such as Goal Structuring Notation (GSN)[12], which can be used to develop and document the arguments of any 
assurance case. 

Generally, installations should comply with LR’s Rules and Regulations for the Classification of Ships and it is to be 
identified where software is used for business critical, essential services or safety critical systems. Software will be 
subject to compliance with the Provisional Rules and Regulations for Software to be Used in Naval Ships, January 
2016[10].

Software change management is to be in line with the International Safety Management (ISM) Code. Ship 
operations are to be assessed through the ISM mechanism. Suppliers offering to make remote changes are to be 
assessed under a quality management certification scheme (ISO 9001[9]) for their service activities that specifically 
include remote management of ship systems. LR may survey the manufacturer’s works to verify an appropriate 
level of quality assurance. 

Factory acceptance and onboard integration testing will be based on the hazards and resulting risks that have been 
identified during plan appraisal; all test schedules should be approved by the office conducting plan appraisal 
before any testing is witnessed by an LR surveyor.

Through-life integrity of the systems is maintained by appropriate procedures. These will typically be assessed 
through a process of routine audits.

At all stages of the Phase 1 process map, we can provide expert advice to help clients gain a greater understanding 
of the cyber-enabled systems that will provide business and technical benefit for their fleet.

ShipRight procedures for cyber-enabled ships
This guidance will be followed by ShipRight Procedures for cyber-enabled ships. These will provide a set of  
goal-based requirements addressing all the requirements for detailed system design.
 

3. Lloyd’s Register’s approach to appraisal
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The LR ‘Phase 1’ process map for risk-based appraisal of cyber-enabled systems.
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Appendices

1. Definitions
Argument
An argument explains why something can be deduced as true from supporting evidence. 

See ISO 15026-2[13] 2011: Systems and software engineering – Systems software assurance, Part 2: Assurance case. 

Concept of Operations (ConOps)
“A statement of an owner’s intentions for the operation of the ship.” 

The ConOps describes the ship’s intended service in terms of purpose and function and is to include, but not be 
limited to, information on the following: crewing, operational speeds, wave heights, displacements, service area, 
temperatures, motions, aircraft and boat operations, and arrangements under reasonably foreseeable, normal and 
abnormal conditions. The ConOps is to be provided by the owner. LR may accept alternative documents if these 
provide the information which would be included within the ConOps. In these cases, the sections that provide the 
equivalent information must be identified. 

Cyber (relating to ICT)
Our interpretation of ‘cyber’ covers:

 – what ICT comprises – sensors, monitoring, control, off ship support, hardware, documentation and processes, 
not only in the engine room but across the whole ship, ship to shore and ship to ship

 – data, and use of the term ‘big data’
 – autonomous systems, and
 – off ship support. 

Cyber environment (also known as cyberspace)
“Comprises the interconnected networks of electronic, computer-based and wireless systems.”

Cyber security 
“The collection of tools, policies, security concepts, security safeguards, guidelines, risk management approaches, 
actions, training, best practices, assurance and technologies that can be used to protect the cyber environment and 
an organisation and user’s assets.” 

This includes all connected computing devices, personnel, infrastructure, applications, services, telecommunication 
systems and the totality of transmitted, processed and/or stored data and information in the cyber environment. 

The Global Cybersecurity Index (created by the United Nations International Telecommunications Union) measures 
the status of cybersecurity worldwide.

Engineering system 
“An engineering system is considered to be a combination of interacting elements (sub-systems, equipment, 
components, hardware, software), organised to achieve one or more of the purposes stated in the Concept of 
Operations or the System Operational Concept documents” (Definition taken from Lloyd’s Register’s Rules and 
Regulations for the Classification of Naval Ships[10], Volume 2, Part 1, Chapter 1, Section 3.1.)

Engineering and safety justification
“A statement or report which provides a reasoned and compelling argument supported by a suitable body 
of evidence, that either the system or sub-system under consideration will operate as intended for a defined 
application in a defined environment or in the case of a deviation from LR’s requirements, evidence that the 
proposed alternative arrangements are equivalent.” 
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This is to include details of the safety implications and protective measures to be implemented to mitigate risks 
associated with the system or alternative arrangements. It may include references to assumptions and design 
standards that have been used, and to technical evidence such as analysis or test reports. Where required, the 
engineering and safety justification is to be derived from a risk-based analysis. It may include: 
a.  possible failure modes of internal components and measures adopted to mitigate failures that may have an effect 

on the internal machinery or the surrounding environment, structures and systems, taking account factors such 
as suitability of materials and the effects of stress raisers 

b.  operating parameters and any required limitations 

c. details of life-limited critical components, including their declared lives and residual lives or balance of planned 
life remaining, in terms of operating time or operating cycles, or where life is derived from declared acceptance 
criteria, and the associated maintenance strategies

d.  installation arrangements

e.  details of potential failures that could lead to hazardous or major consequences and/or degradation in systems 
performance that could lead to failures and which are to be notified to the operators

f. common failure modes and measures to minimise potential single points of failure, such as system redundancy 
and environmental separation of equipment and services

g. identification of failure modes of the defined integrated system. 

In addition, an engineering and safety justification is to be provided for each deviation from LR’s requirements. 
Such deviations are normally raised by the designer or builder and are to be agreed with the owner and 
administration. In some cases a full justification and risk assessment may be required. 

Justification 
A justification gives the reason that something has been used or applied. 

See ISO 15026-2: 2011[13].

Lifecycle 
“Evolution of a system, product, service, project or other human-made entity from conception to retirement at the 
following two levels:

 – ‘ship level’ – covering ship design concept to disposal, and 
 – ‘design level’ – covering the requirements from production to acceptance by clients, and includes nested lifecycles 

for a system as it is decomposed into its sub-systems and software products.

Operator 
“Persons operating equipment associated with day-to-day operation of the ship, on board or remotely.”

Producer of software 
“The organisation that is responsible for delivering the software as part of an engineering system.” 

This may be the same organisation that delivers the engineering system. In respect of commercial off-the-
shelf (COTS) software and equipment, the producer of software might be the original developer or supplier, an 
organisation reselling or acting as an agent for the original developer or supplier, or an integrator of multiple 
software products. 

Production of software
“The process of interpreting requirements and realising those requirements as a software product by using suitable 
software lifecycle steps and applying the requirements of quality, safety and other management systems.” 
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Production of software includes all lifecycle phases, from requirements (including relevant hazard requirements) 
to support for system integration and system testing. If iterative or cyclical lifecycles are used, the production 
of software includes all iterations or cycles. The production of software includes tailored lifecycle phases where 
existing or modified software is used.

Reasonably foreseeable abnormal condition
“An event, incident or failure that: 
 – has happened and could happen again; 
 – has not happened but is considered possible*; 
 – is planned for (for example, it is covered by emergency actions or preventative maintenance).“

These conditions should be identified by: 
 – using analysis processes that are capable of revealing abnormal conditions; 
 – employing a mix of personnel including: designers, operators, people who carry out maintenance, those with 

relevant domain knowledge and understanding, and competent safety/risk professionals to apply the processes; 
 – referencing relevant events and historic data; and 
 – documenting the results of the analysis.  

* If a condition is considered extremely unlikely or the consequences are trivial, and no further prevention or mitigation action 
is to be taken, then this must be justified. 

Relevant hazards
“The hazards related to the necessity for the engineering systems” (see the definition of engineering system on page 12).

Relevant hazard cause 
“The cause of a relevant hazard.” 

Note: while relevant hazards are associated with the system level, relevant hazard causes or contributions to 
relevant hazard causes can come from any level, including the software level.

Relevant hazard requirements
“Software requirements which cover how the software mitigates a relevant hazard cause including:
 – specific functional behaviour to mitigate relevant hazard causes, fault indications, accuracy and response times;
 – what it must not do; and
 – the degree of reliance placed on the achievement of the relevant hazard requirements.”

A relevant hazard requirement can be separated into components corresponding to sub-systems, each of which is 
itself called a relevant hazard requirement.

Security
“Capability of the CB (Computer Based) system to protect information and data so that unauthorized persons 
or systems cannot read or modify relevant data or perform or inhibit control actions, and authorized persons or 
systems are not denied access [ISO/IEC 12207[2]:2008, 4.39, modified].” 

Software 
“An intellectual creation comprising the programs, procedures, data, rules and any associated documentation 
relating to the operation of a data processing system or complex hardware, where complex hardware includes 
but is not limited to custom micro-coded components including Application Specific Integrated Circuits (ASIC), 
Programmable Logic Devices (PLD), Field Programmable Gate Arrays (FPGA), or similar electronic technologies.”
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Software development status 
“A category assigned to software that is to be one of the following:

a. new – software that is totally or significantly a new development
b. existing – software that is to be used without modification (includes operating systems, third party 

communications protocols, graphics libraries, and reused supplier-developed codes) 
c. modified – software based on an existing software product but changed for the system being assessed (can 

range from setting and configuration changes to modifications that require the software to be recompiled).”

Note: Configuration of existing software does not alter its function, only specified characteristics such as set points. 
Configuration of modified software might cause a different algorithm to be executed.

Software product 
“Software considered by its supplier to be an individual entity.” 

For example, the software for an engineering system developed as a core, generic product with specific 
applications using the core as a service would be a single deliverable. However, for the purposes of this guidance, 
the core and applications are separate products.

Software will still be considered as part of a whole engineering system to assure that the combined elements meet 
all relevant hazard requirements. Therefore, when a software system is separable into software products (as 
described above) the software system is to be considered a software product in its own right. 

Software production products 
“All deliverables and non-deliverables necessary for the production of software.“

Software production products include: the delivered software, installation/configuration data, user or maintenance 
documentation, design documentation, validation, verification, and other assurance documentation and records. 

Software production standard 
“An international or national standard to be applied to the production of software.”

System and system of interest definitions
To avoid confusion, we use two system definitions, ‘system’ and ‘system of interest’, as follows:

System
“A combination of interacting elements organised to achieve one or more stated purposes.”

Further definitions of ‘system’ include: 

1. “A system may be considered as a product or as the services it provides.” (ISO/IEC 15288[1])
2. “A set of elements which interact according to design, where an element of a system can be another system, 

called a sub system, which may be a controlling system or a controlled system and may include hardware, 
software and human interaction.” (IEC 61508[7])

Note: System elements include: hardware, software, data, humans, processes (e.g., processes for providing service to 
users), procedures (e.g., operator instructions), facilities, materials and naturally occurring entities. (ISO/IEC 15288[1])

System of interest (SOI)
“The system that is the focus of attention, defined by its function and boundaries.”

This concept helps define a specific system that is being discussed or observed, helping avoid confusion and the potential 
for different ideas about what system is being referred to. The SOI concept also helps differentiate between systems that 
are solely ship-based, or that have a management or data component that extends beyond the physical ship. 
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System Design Description 
The System Design Description details the system’s capability and functionality under all normal and reasonably 
foreseeable abnormal operating and fault conditions. The System Design Description documents are to be agreed 
between the designer and the owner. LR may accept alternative documents if these provide the information which 
would be included within the System Design Description. In these cases, the sections that provide the equivalent 
information must be identified. 

System Operational Concept
“A description of the intended operation of each of the major ship systems, that is those comprised of sub-systems 
and equipment, as defined within LR’s requirements.” 

The System Operational Concept must demonstrate that the systems’ architecture, configuration and criticality 
meet the requirements of the operational scenarios defined by the ConOps. The System Operational Concept 
statements are to be agreed between the designer and the owner. LR may accept alternative documents if these 
provide the information which would be included within the System Operational Concept. In these cases, the 
sections that provide the equivalent information must be identified. 

System requirements specification 
At a preliminary stage, system requirements include business, organisational, and user (stakeholder) requirements 
(the stakeholder requirements baseline) as detailed in ISO/IEC/IEEE 15289[14]. Stakeholder requirements define a 
system that can provide the services needed by users and other stakeholders in a defined environment, including 
their needs, wants, desires, expectations, and their essential constraints, such as the consequences of existing 
agreements, management decisions and technical decisions. Stakeholder requirements define the measures of 
effectiveness for key needs. The system requirements specification includes:

a. technical specifications for the selected system-of interest
b. usability specifications for the envisaged human-system interaction
c. system-level functions
d. safety and security requirements
e. critical maximum and minimum performance constraints
f. references to related system design and testing standards.

It may include the requirements for infrastructure and enabling systems for the organisation, including resources 
and tools.

Note: requirements may be represented using scenarios and use cases. See also the definition of Concept of 
Operations. 

STCW
“Standards of training, certification and watchkeeping” 

The International Convention on Standards of Training, Certification and Watchkeeping for Seafarers (or STCW), 
1978 sets qualification standards for masters, officers and watch personnel on seagoing merchant ships. 
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2. Applicable Standards, Rules and Regulations 

[1]   ISO/IEC/IEEE 15288: 2015, Systems and Software Engineering – Systems Life Cycle Processes

[2]   ISO/IEC 12207: 2008, Systems and Software Engineering – Software Life Cycle Processes

[3]   Lloyd’s Register ARBD process, April 2014

[4]   National Institute of Standards and Technology (NIST) SP 800-64 Revision 2, Security Considerations in the   
  System Development Life Cycle

[5]   ISO 31000: 2009, Risk Management – Principles and Guidelines

[6]   ISO/IEC 31010: DATE Risk management – Risk assessment techniques

[7]   BS EN 61508 Series: 2010, Functional Safety of Electrical/ Electronic/ Programmable Electronic Safety-related  
  Systems

[8]   ISO 9241-210: 2010, Ergonomics of human-system interaction Part 210: Human-centred design for interactive   
  systems 

[9]   ISO 9001: 2015, Certification for Quality Management Systems

[10] Provisional Rules and Regulations for Software to be Used in Naval Ships, January 2016

[11]  ISO 10007: 2003, Quality Management - Guidelines for Configuration Management

[12]  GSN COMMUNITY STANDARD VERSION 1

[13]  ISO 15026-2: 2011, Systems and software engineering – Systems software assurance, Part 2: Assurance case.

[14]  ISO/IEC/IEEE 15289: 2011, Systems and software engineering - Content of life-cycle information products   
  (documentation)

[15]  ISO/IEC 27001: 2013, Information Technology – Security Techniques- Information Security Management   
  Systems-Requirements

[16]  ISO/IEC 15408 (all parts), Information technology – Security techniques – Evaluation criteria for IT security

3. LR Human Element guidance
The Human-Centred Approach – A Best Practice Guide for Ship Designers

The Human-Centred Approach – A Best Practice Guide for Equipment Manufacturers

The Human Element – Best Practice for Ship Operators

(All available from the Lloyd’s Register webstore at www.webstore.lr.org (in the ‘Guidance’ section)
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