
Cyber security for an era of innovation.

Building resilience
against new risks.



The threat landscape is transforming. 
Are you ready to stay ahead?

THE  CY B E R S ECURITY L ANDSCAP E

As technology continues to evolve at an 
unprecedented pace, shipping companies 
are embracing that technology to reshape 
their onshore and offshore operations in 
order to reduce costs, increase operational 
efficiency, and enhance safety and 
sustainability.

Creating a digital strategy means your information 
technology (IT) systems and operational technology (OT) 
become more interconnected – to each other, to the internet 
and to a growing volume of data. Whilst this creates great 
opportunities it also increases the risk of cyber-attacks, 
the effects of which can be long lasting.

Across the shipping industry, there are still varying levels of 
awareness and preparedness for the increasing role of digital 
technologies, and the cyber security risk you can be exposed 
to. Understanding this is the essential first step to identifying, 
mitigating and managing that risk. As regulation increases, 
and guidelines solidify into compliance requirements, the 
industry as a whole must ensure it stays one step ahead.

The need for cyber security is 
being driven by three broad areas:

Industry 4.0
As the shipping industry moves towards a more 
automated, integrated and interdependent, data 
driven economy, the risk of  a cyber-attack increases.

Threat sophistication
A broader spectrum of industries and companies are 
now being targeted for cyber-attacks – irrespective 
of their size and geographical location.

Regulatory pressure
The regulatory focus on cyber security is increasing, 
with regional and international compliance 
requirements against standards, schemes and 
local legislation.

Keeping your people, assets and business secure.

Globally, the number of cyber 
security breaches across all 
industries is up by an average 
27.4% year on year and 86% of 
companies around the world 
reported experiencing at least  
one cyber incident in 2017.
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THE  CY BE R S ECURITY L ANDSCAP E 
(CONTINUED)

With cyber threats evolving and becoming more 
sophisticated, preparation through an effective cyber 
security strategy, combined with an understanding of  
the services, activities and partnerships you’ll need now  
and in the future, is the best route to a safer, more  
resilient operation.

Our cyber security services are designed to help you assess 
your cyber security readiness, identify possible threats 
and quantify their potential impact, providing you with 
trustworthy and independent advice and assurance.

We can help you to maximise the benefits and manage 
the risks presented by digital innovation and we apply a 
non-prescriptive, risk-based process from the earliest 
concept stage, through on-board integration, to operation 
– one that is based on extensive experience of system design 
and installation on board ships and other marine platforms. 
This process will provide the platform for safe, secure digital 
transformation in all other areas of your business operations.

Due to the rapid evolution of 
digital shipping technology, your 
cyber security approach cannot 
be prescriptive and cannot rely on 
knowledge gained from previous 
systems. Instead, it requires a 
proactive ‘total systems’ approach 
– one that takes account of all the 
different systems on board and on 
shore, how they are designed and 
installed, how they connect and 
how they will be managed.

Elisa Cassi
Product Manager, Cyber Security, LR
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Technology is transforming the marine world
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Award-winning and 
industry-leading capabilities.

INTROD U C I N G N ETTITUDE

Lloyd’s Register (LR) has acquired  
cyber security specialists Nettitude,  
an award-winning provider of cyber  
security, compliance, infrastructure  
and managed security services. 

This acquisition strengthens our existing portfolio of  
cyber security services spanning certification, compliance, 
training, auditing and security consulting to now include 
penetration testing, information security consulting, 
managed security services and incident response.  

Combining LR’s years of maritime expertise and 
knowledge, with Nettitude’s world-renowned cyber security 
intelligence, we can provide a complete suite of cyber 
security assurance services to help our clients identify, 
protect, detect, respond and recover from cyber threats.

A 2017 study by Futurenautics has shown that 44% of ship 
operators believe their company’s current IT defences  
are not effective at repelling cyber-attacks, and that 39% 
experienced a cyber-attack in the last 12 months.

Now is the time to take action as an industry

With the acquisition of Nettitude, 
we are able to complement our 
expertise in shipping and offshore 
risk management. This gives us 
unparalleled capabilities for cyber 
security in the maritime industry and 
enables us to work with each of our 
clients to secure their business assets 
and data.

JP Cavanna
Director, Cyber Security, LR Group

2010
Oil platform 
shutdown  
by industrial 
control  
malware

2011
Hackers  
target IRISL, 
damaging cargo 
numbers & 
destinations

2012
Malicious GPS 
signals affect 
100+ oceangoing 
vessels

2014
US shipping  
port shut down 
by GPS jamming

2017
‘NotPetya’ 
ransomware 
strikes the 
maritime  
industry

2018
Cyber-attack  
on COSCO  
causes  
‘network 
breakdown’
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Leading the 
way to a more 
secure future.

CY BE R S E CU R ITY STRATEGY

The ever-increasing complexity of  
cyber-attacks along with the expansion  
of threat surfaces (the points at which  
an organisation can be compromised) 
through more interconnected 
technologies significantly increases 
exposure, and therefore risk, to 
organisations. This makes it paramount 
that the right security focus is given  
to critical operations and assets. 

By creating a scalable security strategy that seeks to protect 
critical business drivers based on risk and driven by threat 
intelligence, as an organisation you can prepare yourself to 

limit the effects of an attack. While no business can make itself 
impregnable, it can mitigate the potential effects of a breach 
and therefore minimise disruption and loss to the business. 

Knowledge is power
The key benefit of implementing a cyber security strategy 
is gaining knowledge – your board gains knowledge of 
what threats might exist and how to mitigate against 
them, your technical teams gain knowledge of, and 
support with, preventing attacks or dealing swiftly with
them, and your crews (both onshore and offshore) gain 
the knowledge to keep themselves and their data and  
systems secure.

This means complete peace of mind for clients, as they 
build an agenda to manage cyber security risk, just as they 
manage physical risk within their operations, both onshore 
and offshore. Each element of our portfolio has been 

designed to help clients create that agenda and turn their 
current risks into opportunities by embracing digital. 

A seamless approach
In addition to our worldwide network of maritime experts, 
we now have 140 dedicated cyber security specialists 
operating globally. This means that we have the tools 
and experience to safeguard your business and ensure you 
have a greater awareness of, and resilience to, any cyber 
security threat that may come your way. Our service 
portfolio includes:

•  Threat intelligence
•  Governance, risk and compliance
•  Security testing
•  Strategy and training
•  Managed security services
•  Incident response
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Gain the knowledge to take action.

THRE AT  I N T E LLIGEN CE

Our threat intelligence services give you 
the benefit of a dedicated research and 
innovation team to keep you informed 
with up-to-date threat intelligence.

As the starting point for your cyber security strategy, we 
help you understand who or what could attack your business 
and which techniques could be used to exploit existing 
vulnerabilities such as IT weaknesses or exposure of sensitive 
data, so that the appropriate actions can be put in place to 
prevent negative events. 

It is clear that the costs of inaction can be far greater than the 
cost of putting robust cyber defences in place. Our findings 
are presented in the form of a strategy debrief, outlining the 
steps required to make your organisation more resilient to an 
attack. This then facilitates the development of a business 
plan to address vulnerabilities and reduce the probability 
associated with a data breach. 

We deliver this through active engagement, education 
and knowledge sharing about the risks, techniques and 
remediation/prevention actions required. Our aim is to 
give you the capabilities, knowledge and assistance to 
reduce risk to an acceptable level.

Cyber response planning and 
accurate threat intelligence are 
the cornerstones of an effective 
cyber security strategy, and as 
the rate of global cyber incidents 
continues to rise we will begin to 
see a stark separation between 
those businesses prepared 
for cyber incidents and those 
which are not. The time to get 
intelligent is now.
CEO, Nettitude

Our cyber threat intelligence (CTI) expertise 
can be accessed through a range of different 
products and services:

•  Targeted attack and response scenario 
planning (for example threat actor 
discovery/attack surface analysis)

•  Technical threat intelligence data feeds 
(enhanced capabilities within our SOC 
managed services)

•  Incident response investigations (using our 
intelligence platforms to determine and 
trace threat actor intents, motivations and 
sources)

•  Threat advisories (regular reports and 
advisories issued upon events, 
investigations or key threats as they emerge)

•  Bespoke CTI products and services (services 
tailored to events, geographies or your 
specific needs)
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Create a framework  
for ongoing action.

GOVE RNAN C E,  RISK AND COMP LIANCE

Governments and maritime organisations  
have started to introduce cyber security 
documentation to help inform and  
provide guidance to shipping companies. 
In 2018, the UK Government released a 
comprehensive code of cyber security 
practices for ships, while the International 
Maritime Organisation (IMO) issued a set  
of guidelines it claims will help ‘safeguard 
shipping from current and emerging cyber 
threats and vulnerabilities.’ 

This undoubtedly means that regulation is on the horizon, 
and this will be key to ensuring that ship operators put 
effective cyber controls in place to protect their vessels. 
In the not too distant future, ships will have to conform to 
certain cyber security regulations as they go from port to 
port, so shipowners and operators must act now to be ready 
to comply.

We offer a range of security services aimed at managing 
corporate governance, risk and compliance as well as 

preparing you for any future formal requirement to 
demonstrate proof of systems resilience or compliance  
to security frameworks.

Risk assessment and risk management are vital tools 
in providing relevant and effective security activities. 
Until you know where your threats are coming from and 
what vulnerabilities or weaknesses exist across your 
assets, you will not know where to apply controls.

Our risk assessment services will help you understand where 
the threats are coming from and identify what vulnerabilities or 
weaknesses exist, which will then allow you to implement the 
appropriate controls with a view to managing the highlighted 
risks and bringing them down to acceptable levels.

The results of the risk assessment will also allow you to 
strengthen your overall security posture by identifying 
and implementing a cyber security maturity plan which 
will highlight whether cyber security is ingrained into your 
business as usual activities or if it is merely a last minute 
addition. 

We will be with you every step of the way.

The IMO has given shipowners and 
managers until 2021 to incorporate 
cyber risk management into their 
ship safety procedures. Ships  
could be detained if you have  
not included cyber security in the 
ISM Code for safety management 
on ships by 1 January 2021.
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Increasing your 
understanding  
of real and  
present threats.

SECU RI TY  T E STING

Our security testing services will allow  
you to identify existing vulnerabilities and 
weaknesses, arm you with knowledge to 
address them and understand how an 
attacker could gain unauthorised access  
to business assets in the future.

Whether it’s applications, embedded devices, IT or OT,  
we have a team of dedicated specialists to look at the 
vulnerability of your hardware and software devices to attack. 

Our independent penetration testing takes the form of a 
simulated real-world attack, also known as red team testing, 
on a network or application, identifying vulnerabilities and 
weaknesses and allowing you to carefully quantify risks. 

 

By proactively exploiting vulnerabilities and exposures  
in your company’s infrastructure we can help to provide 
context around the vulnerability, impact, threat and 
likelihood of a breach. 

We then deliver strategic guidance on risk and tailored  
advice on the appropriate counter-measures needed. 

As cyber threats continue to increase in the marine industry, 
it is our mission to ensure that our clients never make the 
headlines for the wrong reasons. Whilst it’s impossible to 
eliminate cyber threats themselves, implementing the right 
strategy, education and services will dramatically reduce  
the risk of a breach, and the associated reputational and 
financial impacts.

Thomas Aschert
North Europe Area Manager, Marine & Offshore, LR
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Preparing your people.

STRAT E G Y  A ND TRAINING

Many crews are not necessarily aware  
of the problems they’re potentially 
introducing onboard if they, for example, 
click on a phishing email link or use a 
corrupted USB stick. Nor are they likely to 
know how to mitigate the potential risks, 
and often they’re not trained in cyber 
security best practices.

Another issue is that existing cyber security standards 
assume that support is provided by a substantial IT team, 
but ship crews often lack dedicated expertise in this area. 
In October 2017, a survey by satellite communications 
provider NSSLGLobal reported that 84% of respondents 
had little to no training in cyber security.

Working with you, we’re able to deliver a customised cyber 
strategy that aligns people, processes and technology with 
business priorities and risks.

With a wealth of knowledge and experience, our team of 
cyber security specialists can deliver bespoke training courses 
tailored to the requirements of any organisation. 

We can help you to increase the level of awareness and 
knowledge of cyber security across your organisation so that 
it becomes a ‘business as usual’ consideration. Whilst much 
of the emphasis is rightly on the processes and technology 
when dealing with cyber security, we go one step further and 
include your people in our methodology, meaning that your 
teams can be one of your best assets in defending against 
cyber-attacks.

By ensuring that your personnel are correctly educated and 
trained, we can increase resilience, greatly reduce risk and 
improve employee and client confidence in your operation.

55% of those questioned in  
the I.H.S Fairplay cyber security 
survey (2017) believed that their 
organisation’s biggest cyber 
vulnerability was the staff. 
Training your employees to be 
aware of threats is a vital part  
of securing your business and 
operations. 
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An extension of your security 
operations team.

MANAGED SECURITY SER VICES

Our Security Operations Centre (SOC) is 
built around advanced threat intelligence 
integrated with industry-leading 
technology. It is designed to deliver a 
highly relevant service, working in unison 
with your existing set-up.

Running 24 hours a day, seven days a week, our monitored 
service provides you with assurance that your environment is 
not only being monitored but that alerts, and an appropriate 
response, can be determined quickly the instant they  
are needed.

With this service, we can deliver a straightforward way to 
manage the risks to your critical assets, with a focused, highly 
capable operation at a predictable cost. In fact, by delegating 
the day-to-day burden of security management to our 
specialists you can reduce costs as a result of lowering the 
number of security incidents.

Leveraging the benefits of our global managed service with  
a personalised extension to your existing cyber security 
teams, brings a unique business advantage.

The earlier a cyber 
security breach is 
detected, the greater 
the chance that the 
ship operations 
centre will be able 
to identify the 
type of malicious 
activity, contain it 
and prevent it from 
spreading.

Elisa Cassi
Product Manager, 
Cyber Security, LR

We can also help you to understand the 
real threat landscape relevant to the 
shipping world, your critical assets and  
risk appetite in the following ways:

•  Review your security strategy, 
requirements and objectives and align 
to the maturity and roadmap of your 
organisation

•  Collect, correlate, analyse and triage 
events across your organisation

•  Provide deep dive experts in network, 
host and malware investigations

•  Give clear actions, next steps and 
guidance around improving and 
maturing your security posture
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Immediate and assured action 
in the event of a cyber breach.

INCI D E N T  RE SP ONSE

If a security breach should occur, you  
need an ally that you can rely on to help 
investigate and rectify the situation 
quickly. A rapid response and early 
resolution of incidents prevents further 
losses from a compromised system and 
that’s where we can help. 

We start by assessing and improving how people, processes 
and procedures are up to preventing breaches and respond to 
incidents according to a well-defined contingency plan. 

Our incident response team has over 15 years’ experience in 
investigating security incidents. We have a team of security 
specialists that are instantly available to help you manage 
the actions required in the event of a breach. We can help 
to dramatically reduce the time and therefore the costs of 
resolving incidents.

Swift action will lead to well-contained consequences of an 
incident, which will in turn help to minimise any post-event 
reputational damage and lost revenue. 

Whether your incident involves hacking, 
malware, Denial of Service (DoS/DDoS)  
or an insider threat, we have the skills to 
ensure that the breach is effectively 
managed: 
 
•  Crisis management simulations

•  Emergency breach response

•  First responder training
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One constant,  
wherever and  
whenever you  
need us. 

OUR W I D E R CAPABILITY

LR’s network of 300 national and regional offices, spread 
across six operating areas, puts our customers around the 
world first, giving you access to our advice and expert 
service delivery from Åalesund to Zhoushan. 

And, wherever you are, you can be confident that our entire 
team of over 8,000 specialists is never more than a phone 
call or email away. 

Adding value to every stage

We are conducting  
world-class research  
and development into 
design, construction and 
operation for the next 20 
years and beyond.  
 
If you are developing novel 
technology, we can qualify 
its compliance and 
performance, helping you 
attract investment, prove 
your business case and 
find a route to market. 

Before committing  
time and resources to 
developing your asset,  
you need to be sure it’s 
technically, commercially 
and financially feasible. 
You also need accurate 
valuations for cashflow 
purposes, and to ensure 
the asset delivers the 
expected lifetime return. 
 
Our technical and financial 
specialists will help you 
identify operational 
benefits, potential risks 
and lifetime returns, and 
provide the clear, robust 
advice you need to make 
informed investment 
decisions. 

At the design stage,  
our appraisal services  
and software give you 
confidence that your  
asset will comply with  
all class and statutory 
requirements.  
 
We can also work with  
you to optimise your 
design so it achieves the 
best possible performance 
and return on investment.

At the build and 
commissioning stage,  
we help you ensure that 
assets are delivered to 
meet all contractual 
requirements. 
 
We also help you make  
the right decisions when 
investing in designs  
and technologies.

In service, we help  
you keep your assets 
compliant, safe and 
performing reliably, 
enabling you to deliver 
business as usual and 
minimise downtime. 
 
We can also help you 
implement the latest 
technologies, and 
understand what return  
on investment to expect, 
so that you can increase 
performance and  
be more competitive   
in the market.

We can help you best 
manage the operational 
life of your assets. By 
assessing their condition, 
we provide you and your 
clients with assurance  
of their integrity. 
 
We can also work with  
you to extend the life of 
your assets.  
 
In line with your business 
needs, we can identify  
any remedial work or 
renovations that are 
required.

Decommissioning 
and recycling

Innovation CAPEX  
assessment

Design Build and 
commissioning

Operation Life extension

At the end of your 
asset’s life, our services 
help you comply with 
recycling requirements 
and provide added 
confidence that you  
are conducting a  
safe and sustainable 
decommissioning 
process.
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